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16.0 Information Management 
 

 16.6 Privacy and Confidentiality 
 

16.6.1    Maintaining Respect for Individuals and their Personal Information 
when Staff and Physicians undertake Recording Activities in Island 
Health Facilities and Service Areas  

 
1.0 Purpose 

Respect of individuals is reflected in Island Health’s C.A.R.E values which states 
“Respect: to value each individual and bring trust to every relationship”1. Island Health is 
committed and obligated to provide an environment that respects and promotes individuals’ 
personal and information privacy rights and that is a safe workplace, free from harassment 
and intimidation such as unwarranted recording activities. This policy instructs: 

a. staff, physicians, and other agents of Island Health, (“Staff and Physicians”) of their 
responsibilities when they collect information about each other or Island Health patients, 
clients, residents or other members of the public (“People”) or their interactions, in whole or 
in part, by photographing, video- or audio-recording them (“Recording Activities”) in Island 
Health facilities and other service areas; and  
 

b. Staff and Physicians to align their conduct in respect of Recording Activities with applicable 
requirements under provincial law and regulation, Island Health values and policy, 
information management and practice standards. 

 
 
 

2.0 Policy Statement 

Staff and Physicians who obtain information about others or their interactions through 
Recording Activities in facilities or settings where Island Health is providing care or 
services, are collecting personal information under the BC Freedom of Information and 
Protection of Privacy Act2 (FIPPA) and the BC Privacy Act3.  As such, the information they 
collect about individuals is subject to the privacy rights and protections of each law.  

                                                 
1 
https://intranet.viha.ca/values/Pages/default.aspx  

2
 http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00 

https://intranet.viha.ca/values/Pages/default.aspx
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00
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2.1 Staff and Physicians: 

 
 who engage in Recording Activities will do so in a manner that respects Peoples’ and other 

Staff and Physicians’ personal and information privacy rights under law and maintains a safe 
care, service and work environment;  
 

 who obtain information through Recording Activities will only collect, use, and share or 
otherwise manipulate that information for purposes permitted under the primary authority of 
the FIPPA and as authorized under other laws in BC and Canada in support of fulfilling the 
vision, mission, values and mandate of Island Health. Specific permitted purposes are set 
out in Island Health’s “Patient, Client and Resident” and “Employee” Notices4, collectively 
called a Permitted Care or Service Activity of Island Health5;  

 

 will ensure, within their respective roles, that their Recording Activities are limited to that 
necessary and required  to provide a Permitted Care or Service Activity as part of their Island 
Health-approved role and responsibilities;  
 

 will only use Island Health issued and/or approved equipment and devices for such 
Recording Activities;  

 

 may, in some cases, be additionally required to obtain consent of the individual(s) being 
recorded (e.g. when collecting and using personal information for certain research or 
educational activities),  and will obtain individual informed consent as required, before 
engaging in Recording Activities6;  

 

 who consider or undertake Recording Activities must ensure that the purpose is fully 
explained to the People or Staff and Physicians who are the subject of the Recording 
Activities so as to provide them with informed notification and, if additionally required, to 
obtain informed consent. The nature of and mechanisms to obtain informed consent are 
specific to the Permitted Care or Service Purpose being performed; as such, the 

requirements to achieve informed consent are dependent upon the individual situation
7
; and 

 

 are individually responsible under the BC FIPPA8 to safeguard the information privacy9 of 

their patients, clients and residents and, if collected, that of other Staff and Physicians.  

  

                                                                                                                                                                  
3 
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_96373_01 

4 
See Appendices A and B respectively for the full list of permitted purposes  

5
 As additionally outlined in policy 16.1.1 Information and Data Governance, section 2.0  

6
 For assistance with determining consent obligations for the situation, refer directly to the Information Steward (Director and 

Medical Director) associated with your program area.  
7 
Resources available, in addition to your Information Steward(s), to assist you in determining if consent is required include one’s 

immediate supervisor, Risk Management and/or Information Stewardship, Access & Privacy Office.  
8
 Ibid 2 - See Section 30  

9
 See this policy Section 5.0 Definitions  

http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/00_96373_01
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2.2 Recording Activities for Personal Purposes using Personal Recording Devices: 

 
There may be occasions where it is reasonable and acceptable for Staff and Physicians to 
use their personal recording devices to engage in Recording Activities of other Staff and 
Physicians or People for personal purposes. These may include such activities as recording 
Staff and Physician celebration or recognition events (e.g. birthday) or taking or making a 
personal video call (e.g. using Face Time) from or to People outside of Island Health while at 
work but during a designated work break.    
 
Staff and Physicians who engage in Recording Activities for personal purposes will ensure 
that they conduct themselves responsibly in a manner that is consistent with Island Health 
values and does not directly or inadvertently place their actions in conflict with this and other 
Island Health policies - in particular with Policy 5.5.1 Conflict of Interest and Policy 5.5.2 
Respectful Workplace, or with employment or contracted service requirements, or with their 
obligation to obtain informed consent of their patients, clients and residents or other People 
and of other Staff and Physicians, as required under  the BC Privacy Act 10.     

 
2.3 Staff and Physicians must report, in a timely manner, any potential or actual unauthorized 

Recording Activities (witnessed, or of which they become aware) of People or other Staff 
and Physicians in accordance with policy 1.5.4 Privacy and Related Information Security 
Breaches.  

 
2.4 Failure by Staff and Physicians to adhere to these legal and organizational obligations and 

requirements violates the personal privacy rights11, and possibly the safety, of individuals 

captured by these recordings.   Wilfully taking unauthorized recordings in the absence of the 
informed consent of individuals captured by the Recording Activity is a “wrongful act” and an 
actionable offense under the BC Privacy Act12.  

 
 

  

                                                 
10 

Ibid 3 - See Section 1  
11

 See Section  5 Definitions of this policy and section 7 of the Canadian Charter of Rights and Freedoms, Constitution Act, 1982, 

c.11 (U.K.), Schedule B  

http://laws-lois.justice.gc.ca/eng/Const/page-15.html                      
12

 Ibid 3 - See Section 1; and review http://bccla.org/privacy-handbook/main-menu/privacy2contents/privacy2-11/ 

http://laws-lois.justice.gc.ca/eng/Const/page-15.html
http://bccla.org/privacy-handbook/main-menu/privacy2contents/privacy2-11/
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3.0 Scope 

 
This policy applies to any situation and any location across the continuum of care where 
Island Health Staff and Physicians provide care or services, including in a client’s home.  
 
This policy applies to all Island Health Staff and Physicians including:  
 

 Individuals employed directly by Island Health including the Chief Executive Officer, 
Executive leaders, management, supervisory employees and frontline staff;  

 Employed and contracted medical staff, residents, clinical trainees, and students;  

 Post-secondary faculty and support staff who work at Island Health facilities;  

 Contracted and sub-contracted service providers; and 

 All other designated Island Health agents. 

This policy does not apply to media requests for Recording Activities, which must be referred to 
and managed by Island Health’s Communications and Public Relations Department. 
 

 

4.0 Consequences of Violation 

Staff and Physicians are accountable for all their actions in relation to this policy.  Any 
actions that violate the personal and/or information privacy rights of patients, clients, 
residents, staff or physicians will not be tolerated. This includes such actions as 
photographing or otherwise recording, using and sharing images of, or interactions with, 
People or Staff and Physicians for purposes that are NOT a permitted care or service 
activity of Island Health and/or that occur without the subject’s knowledge and/or consent 
as required.  

A staff member or physician who is found to have engaged in such conduct may be subject 
to discipline up to and including termination of employment, cancellation of contract or 
services with Island Health, withdrawal of privileges and/or legal action. 

 

5.0 Definitions 

 

Audio-Recording 

A Recording Activity 

the act of capturing a voice or other sound by any form of 
electronic and/or tape recording device (e.g., tape recorder, digital 
recorder, cell phone, Smartphone, tablet, Skype, or wearable 
computing devices, such as Google Glasses). 

Contact Information   information that enables an individual at a place of business to be 
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contacted and includes the name, position name or title, business 
telephone number, business address, business email or business 
fax number of the individual.13 

Facility includes all Island Health-owned, operated, leased or contracted 
facilities, grounds or vehicles, as well as clients’ homes where 
care is provided by Island Health staff. 

Information Privacy refers to the right of an individual or data subject to determine with 
whom their personal information is shared, under what 
circumstances and to know of and exercise control over the 
collection, use, disclosure and access to any personal information 
collected about him or her.14 

Information Steward refers to the person(s) with accountability for the body of data or 
information resource associated with the scope of that person’s 
role.  In Island Health, that role is jointly assigned to the respective 
Director and Medical Director responsible for each program area. 

People includes patients, clients, residents, visitors and members of the 
public. 

Personal Information recorded information about an identifiable individual, other than 
contact information. This includes, but is not limited to: 

 the individual’s race, national or ethnic origin, colour, or 
religious or political beliefs or associations; 

 the individual’s age, sex, sexual orientation, marital status or 
family status; an identifying number, symbol or other 
particular assigned to the individual; 

 the individual’s fingerprints, blood type or inheritable 
characteristics, images of the person or their body parts, or 
identifiable audio recordings; 

 information about the individual’s health care history, 
including a physical or mental disability;  

 information about the individual’s education, financial, 
criminal or employment history; 

 anyone else’s opinions about the individual; and  

                                                 
13

 See Schedule 1 of the FIPPA. http://www.bclaws.ca/EPLibraries/bclaws_new/document/LOC/freeside/--%20F%20--
/Freedom%20of%20Information%20and%20Protection%20of%20Privacy%20Act%20RSBC%201996%20c.%20165/00_Act/96
165_07.xml#Schedule1 
14

 https://intranet.viha.ca/pnp/pnpdocs/confidential-information-privacy-rights-personal-policy.pdf  

http://www.bclaws.ca/EPLibraries/bclaws_new/document/LOC/freeside/--%20F%20--/Freedom%20of%20Information%20and%20Protection%20of%20Privacy%20Act%20RSBC%201996%20c.%20165/00_Act/96165_07.xml#Schedule1
http://www.bclaws.ca/EPLibraries/bclaws_new/document/LOC/freeside/--%20F%20--/Freedom%20of%20Information%20and%20Protection%20of%20Privacy%20Act%20RSBC%201996%20c.%20165/00_Act/96165_07.xml#Schedule1
http://www.bclaws.ca/EPLibraries/bclaws_new/document/LOC/freeside/--%20F%20--/Freedom%20of%20Information%20and%20Protection%20of%20Privacy%20Act%20RSBC%201996%20c.%20165/00_Act/96165_07.xml#Schedule1
https://intranet.viha.ca/pnp/pnpdocs/confidential-information-privacy-rights-personal-policy.pdf
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 the individual’s personal views or opinions, except if they are 
about someone else. 

Personal Privacy the right to exercise control over the integrity of one’s body as 
provided by the fundamental rights of “life, liberty and security of 
the person” enshrined in Sections 7 and 8 of the Canadian 
Charter of Rights and Freedoms15. 

Photographing 

A Recording Activity 

 

the act of capturing any still image using any form of electronic or 
photographic equipment (e.g., Smartphone, digital film camera, 
standard camera, tablet or wearable computing device, such as 
Google Glasses). 

Recording Activities the acts of collecting information about individuals or their 
interactions, in whole or in part, by means of photographing, 
video- or audio-recording individuals or their interactions. 

Staff and Physicians all Island Health employees, physicians and designated Island 
Health agents. An Island Health agent is any individual or 
organization that has a business relationship with Island Health.  
Examples include, but are not limited to, contracted health care 
providers, researchers, volunteers, students, contractors, sub-
contractors, vendors/suppliers or any individuals directly or 
indirectly associated with Island Health. 

Video-Recording 

A Recording Activity 

the act of capturing a still or moving image using any form of 
electronic and/or film recording device (e.g., video camera, 
surveillance camera, Smartphone, digital film camera, Skype or 
other live streaming mechanism, tablet, or wearable computer 
device, such as Google Glasses). 

  

                                                 
15

 Ibid 11 
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6.0 Related Policies, Procedures & Guidelines 

 
16.6.2P  Maintaining Respect for Individuals and their Personal Information when People 

undertake Recording Activities in Island Health Facilities and Service Areas (in draft) 

 

6.1 Other Related Policies 

 

1.5.1P  Confidential Information – Privacy Rights of Personal Information  

1.5.4P Privacy and Related Information Security Breaches:  Reporting, Investigation and 

Management 

2.3.2P   Social Media use by VIHA Employees 

5.5.1P  Conflict of Interest  

5.5.2P  Respectful Workplace  

5.8.5P  Workplace Violence Prevention  

5.5.12P  Whistle Blowing  

5.5.12PR  Whistle Blowing Procedure 

6.1.1P   Fair Business Practices  

16.1.1P Information and Data Governance 

16.4.2.3 Acceptable use of Assets and Resources 
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Appendix A – Patient, Resident, Client Notification 
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Appendix B – Employee Notification16

 

                                                 
16

 For the purposes of FIPPA, employee is inclusive of Physicians and all other agents of the Island Health.  


